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CYBERSEC  OUR MISSION

W AT IS CYBERSEC

O r ss on s to s ort an  a tate t e e e o ent o  strateg , erse r t -
o se  e s ons or E ro e  

O r goa  s to  a e ate  a or  or o-o era on a ong go ern ent 
re resenta es, non-go ern enta  organ sa ons, an  ke  r ate-se tor organ sa ons  

T e CYBERSEC or  s t e rst on eren e o  ts k n  n Po an  an  one o  st a ew 
reg ar  o  on eren es e ote  to t e strateg  ss es o  ers a e an  

erse r t  n E ro e

We ro ote ra a  re o en a ons t at n rease res en e to ert reats, at ot  
ro an  a ro e e s s e  e ono  se tors, o ntr es, EU as a w o e  

T ro g  a og e or ente  an  targete  a roa  to s e  a enges, we ro e 
a strong ross-stake o er se or n rease  awareness an  rgen  n e e o ng 
so ons t at rea  e on  na ona  or ers an  en an e o a ora e e orts

In ar ar, o r re o en a ons e  strengt en o-o era on etween t e V segra  
ro , t e Ba  Co ntr es an  ot er o ntr es o  Centra  E ro e  
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W Y CYBERSEC

W Y NOW

T e ke  as e ts o  so a , e ono , an  tar  ntera ons are e ng n reas ng  
trans erre  to ers a e  T e ene ts or s ness an  t e n on ng o  states are 
o o s  owe er, t s n reas ng e en en e on ICT, ne ess tates t e e e o ent o  
a erse r t  s ste  t at n o es a  stake o ers an  ts erse r t  e a on 
n t e entre o  t e e ate  T s s n reas ng  e o ng a re on on or e ono  
growt , so o-e ono  sta t , an  nterna ona  se r t

Man  o ntr es, t ere ore, are ak ng e en ore s gn ant str es n t rn ng t e r 
a en on to erse r t  an  ng t e r e ens e an  o ens e a a es n 

ers a e  owe er, t s s on  t e eg nn ng o  a ong roa , on w  a og e, o-
o era on, an  est- ra e s ar ng, are on  ew o  t e ne essar  ste s

In ents n ers a e are an e er a  o rren e  Man  o  t e  a e ortant 
onse en es n t e rea  wor  C era a ks on r a  n rastr t re t reaten t e 

se r t  o  states an  ons o  ens  T e r ate se tor, w  s n reas ng  
e o ng t e re t or n re t target o  a a ks, ears ge e ono  osses  In t e 
ean e, geo o a  tens ons on n e to r se at an a ar ng a e

The building and sTrengThening 
of cybersecuriTy sysTems, 

Therefore, musT be The subjecT 
of a complex analysis and debaTe 

righT now. 

aT a challenging Time for europe, 
cybersec addresses a very 

imporTanT gap in The calendar 
of The mosT influenTial evenTs 
and conferences dedicaTed To 

The sTraTegic problems 
of cybersecuriTy in europe.
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W Y EUROPE

Intense geo o a  tens ons, e tens e sage o  ICT s ste s  terror st organ sa ons an  
ore re ent an  ser o s- n- onse en es a a ks on r a  n rastr t re, reate t e 

nee  or E ro e to  a o re ens e erse r t  s ste  S  a s ste  w  nee  
to re  on ore e ent or s o  o-o era on etween  an  r ate se tors, as we  
as e a ng e erts or t e E ro ean arket o  nno a e erse r t  ro ts an  
ser es

na , 2016 sees t e ear  stages o  e enta on or ortant eg s a on, reorgan s ng 
E ro ean ega  or er n se era  as e ts o  erse r t  

W Y FOCUS
ON T E EURO ATLANTIC IMENSION
Strateg  a roa es to ersona  ata se r t , r a  an  ers a e so ere gnt  a ong 
t e artners o  t e transat an  a an e a e een o ow ng n reas ng  ergent at s  
In t e wake o  e erg ng t reats, a og e an  en an e  o-o era on are now essen a  
or artners n or er to strengt en t a  tr st an  e e o  o on ers a e o es  

T s new at  s o  ara o nt ortan e or nterna ona  se r t  an  ea e  

W Y POLAN

CYBERSEC w  e e  n Po an , t e o ntr  w , e to ts geo o a  os on, s 
ar ar  e ose  to esta s ng a es on te  n ers a e  As Po an  s one 

o  t e argest EU Me er States, en e, a ke  a tor n Centra  E ro e, ts ro e n se ng 
t e agen a w  a e a s gn ant a t on t e new erse r t  roa a  e ten ng ar 

e on  t e reg on

Po an  w  ost t e 2016 NATO S t n Warsaw, w t  ss es on ern ng erse r t  
on to  o  t e agen a o  t s strateg  ee ng  
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FOUR T EMATIC STREAMS
CONCERNIN  EY

CYBERSECURITY ISSUES

STATE
STREAM

FUTURE
STREAM

MILITARY
STREAM

BUSINESS
STREAM

a ta ng strateg  ross-stake o er o-o era on, t e e e o ent 
an  e enta on o  t e ost ortant  o es

or g sa on an  erse r t

Pro ng str t re  s ort n t e ro ess o  en ng tren s, a enges
an  o ort n es or ot  t e ICT se tor an  t e g o a  n or a on so et

an  ontr ng to erse r t  nno a ons

A ress ng t e e o ng ens ons o  er on ts n E ro e,
t e ro e o  NATO an  t e nee  or o re ens e tar  o-o era on

E or ng t e ar o s ro es o  t e r ate se tor n on ng o nt n a es,
ra ng reg ator  ra eworks an  e e o ng at re erse r t  arkets
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STATE STREAM

T e no on o  n rease  onne t  an  t e grow ng, te no og a  o e t  o  o r 
a  es, trans ate re t  to s e  a enges or t e state  T ere ore, t s essen a  or 

n a  states to seek to a o t  o es t at re e t t ese new rea es  Arg a , 
states an  nterna ona  ns t ons s o  e ne a new a roa  to ers a e at arge  
Mere  re e n ng t e rrent o es w  not e eno g  A res ons e a roa  to 

erse r t  e an s a new, so  o n a on t at w  on n o s  strengt en er 
res en e, ot  n er t e rrent an  t e t re on ons

C ose nterna ona  an  r ate-  o-o era on st e ro agate  In t e twent -
rst ent r , go ern ents w  n reas ng  seek to arness t e ower o  ers a e 

to e ent t e r nterna  an  e terna  o es  en e, t ere s a great nee  or 
strengt en ng nterna ona  re a ons, re t  an  o-o era e networks

CO OPERATION IN T E CEE TOWAR S 
SUB RE IONAL CYBERSECURITY

 E ELOPIN  CONFI ENCE
BUIL IN  MEASURES

DISCUSSION OBJECTIVES:

 To sse nate t e on e t o  CBMs  
or ers a e

 To en  an  ro ote eas res t at 
o  o e ent nterna ona reg ona  

CBM ro esses ro  t e ers e e  
o  t e CEE reg on an  or t e ene t o  t e 
o ntr es ro  t e reg on

 To en  a ona  nstr ents or t e 
CEE reg on es gne  to en an e  
o-o era on an  trans aren  n t e e  

o  erse r t  on t e na ona   
an  s -reg ona  e e  

NIS IRECTI E  OW TO IMPLEMENT 
T E FIRST EU LE ISLATION ON 
CYBERSECURITY  

DISCUSSION OBJECTIVES:

 To en  t e a n a enges o  NIS 
D re e e enta on

 To e e o  re o en a ons or NIS 
D re e w t  re eren e to e enta on 
roa a

 To ar on se Me er States strateg es 
an  a ons n t e e  o  erse r t

BREA OUT SESSION BREA OUT SESSION 

STATE
STREAM
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MILITARY STREAM

C ers a e s an anent ens on o  to a s tar  on ts  o ern ents an  
nterna ona  organ sa ons are rrent  a ng t e a enge o  e e o ng new, en -to-
en  strateg es an  e en e o tr nes t at take nto a o nt t s new ers e e

en t at tar  er-o era ons are er  erent ro  on en ona  war are, t e 
r n es go ern ng t e  st e are  ons ere , w e tak ng nto a o nt t e 

e er en e o  en es o era ng n ar o s areas o  ers a e  T e o ern g ta  
a e e  not on  o ens  new oss es or arr ng o t tar  o era ons t a so 
resents a enges ro  new se r t  t reats

NATO CYBER EFENCE POLICY 
AFTER T E WARSAW SUMMIT 

DISCUSSION OBJECTIVES:

 To s ss an  ro ote on s ons o  t e 
NATO Warsaw S t

 To e ore t e nta e  o ort n es 
or t e en an e  NATO-EU er o-

o era on 
 To en  t e ne t ste s or NATO s 

er e en e o es 

FI TIN  TERRORISTS WIT  TAR ETE  
CYBER TOOLS 

DISCUSSION OBJECTIVES:

 To ana se erent strateg es or s ng 
ers a e or a e ng anne  goa s

 To en  an  s ss t e ar o s 
a es on te  n ers a e t at an 

e  to g t terror st gro s w t  a s e a  
o s on er nte gen e a es

 To s ss t e oss e ontro ers es 
re ate  to er o era ons a e  aga nst 
terror sts  

MILITARY
STREAM

BREA OUT SESSION BREA OUT SESSION 
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FUTURE STREAM

T e na  e e o ent o  ers a e as an n reas ng  ower  n en e on 
so e es, o a  e e o ents an  e ono  ros e ts  An e e e g o a  network 
wo  not on  ene t ro  n or a on-s ar ng, new ro ts an  ser es, t wo  
a so e  g g ts t e rea  se r t  t reats or new o n a on te no og es, r a  
an  ata rote on  

In or er to e ra e t re a enges, t e nterna ona  o n t  s o  s eak n one 
o e r ng t e ro ess o  en ng an  a ress ng t e ar o s, o e  an  erse 

tren s o  t e e o ng ers a e  T s w  a ow or rea ng strateg es, es gn ng 
on e ts an  eas t at are nstr enta  n t e onte t o  t e e e te  a enges, 

es e a  n er an  IT e a on, esta s ng entres o  er e e en e as we  as 
erse r t  s  T e n on ng o  states, so e es an  e ono  en es w  e en  

on t e res ts o  t ese n ngs an  a ons

PREPARIN  T E WOR FORCE  
FOR T E UPCOMIN  CYBER C ALLEN ES 

DISCUSSION OBJECTIVES:

 To en  s e  areas o  e er se 
w ere er s e a sts are ost n 

e an
 To reate strateg es or e a on an  

tra n ng t e an reso r es ga
 To en  t e ro e o  states, EU, NATO, 

t e r ate se tor an  t e a a e a 

CYBERSECURITY INNO ATIONS  
FOSTERIN  E ELOPMENT 
AN  CO OPERATION

DISCUSSION OBJECTIVES:

 To e ore t e est ra es n ng 
-stake o er o n es w ere 

t e ost rea e eas an  t e ost 
nno a e R D ro e ts are g en 
ro or onate e as s 

 To en  t e a tors t at oost 
nno a on n t e e  o  erse r t  

 To en an e o-o era on an  network ng 
o ort n es etween ar o s er 
o n es 

FUTURE
STREAM

BREA OUT SESSION BREA OUT SESSION 
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BUSINESS STREAM

T e na  e e o ent o  ers a e as reate  o ete  new o ort n es or 
s nesses  At t e sa e e, o an es e o e targets o  era a ks a n e  ro  

an w ere a ross t e g o e  C era a ks a  res t n t e sr on o  ar o s s ness 
ro esses an  ser es  T e  a  a so ea  to t e s a  estr on o  n rastr t re, 

oss o  on en a  n or a on, nan a  reso r es an , ast t not east, a age to 
s ness re ta on  It eans t at erse r t  st e treate  as an ntr ns  as e t o  

t e o era  s ness strateg

rt er ore, t e r ate se tor s onstant  engage  n t e e e o ent o  at re 
erse r t  so ons  T e ro e o  t e r ate-se tor o an es n en an ng t e 

o era  e e  o  na ona  se r t  grows e er  a  Pr ate-  o-o era on s t e ke  
o n a on or a  s ess  a ons, ro e ts an  n a es  en e, t st e treate  as 

t e entra  o onent o  na ona  erse r t  strateg es  

CYBERSECURITY OF IN USTRIAL
CONTROL SYSTEMS 

DISCUSSION OBJECTIVES:

 To n erstan  t e ortan e o  n str a  
ontro  s ste s ICSs  an  s e  
on ons t at a t erse r t

 To en  t e a n ert reats t at 
oten a  t reaten t e se r t  o  ICSs

 To e e o  se r t  re o en a ons or 
ICS n erent se tors  

LOBAL  RE IONAL AN  NATIONAL 
PUBLIC PRI ATE CO OPERATION 

 SUCCESS STORIES 

DISCUSSION OBJECTIVES:

 To en  t e o on eno nators o  
s ess  r ate-  n a e

 To e ore t e ar o s strateg es a e  at 
r ng ng toget er ot  t e  an  t e 
r ate se tor n t e ro ess o  es gn ng 

erse r t  e o-s ste s an  o nt  
res on ng to ert reats 

 To ro ote a a e n a es an  
en an e o-o era on etween 
stake o ers  

BUSINESS
STREAM

BREA OUT SESSION BREA OUT SESSION 
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T E CYBERSEC FORMULA

CYBERSEC oasts a o re ens e on eren e rogra e es gne  to ta k e e , 
rea  ro e s  CYBERSEC agen a s on n o s  e ng e e o e  an  ro e  n o-
o era on w t  artners ro  t e , non-go ern enta  an  o er a  se tors

Two a s o  t o g t- ro ok ng e ates n a ar et  o  nno a e or ats n o e ke  
ers a e stake o ers  T ro g  o erate  a og e, we e ange eas on strateg  

ss es on ern ng ers a e an  g sa on, t t e ke  a enges o  erse r t  to 

s r n  an  assess ent ro  g - e e  ers e e  O r e erts steer t e s ss ons 
towar s s e  reg ator  so ons or t e EU an  n a  Me er States  O r 
or a n es a ser es o  o nt, o ow-  a es an  re o en a ons w t n o r 

t e a  strea s - State, M tar , t re an  B s ness  Last t not east, network ng an  
ng re a ons s are a wa s art o  o r es gn ro ess
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PROBLEM I ENTIFICATION
re ara on stage

WEBINARS preparing BREAKOUT Sessions
for STATE, MILITARY, FUTURE

and BUSINESS streams

MONITORIN
T E E ECUTION

OF RECOMMEN ATIONS
ost- on eren e stage

RECOMMENDATIONS
PROMOTION - MONITORING

RECOMMEN ATIONS
na  stage

BUILDING RECOMMENDATIONS
from DAY 1 and DAY 2 - FINAL REPORT

BRAINSTORMIN  
 AN  SEARC  

FOR SOLUTIONS
CYBERSEC AT WOR
DAY 1 - KEYNOTE Presentations - BREAKOUT Sessions

DAY 2 - PANEL Discussions



AN INNO ATI E FORMULA
FOR EBATE RESULTIN
IN TAR ETE  RECOMMEN ATIONS

PROBLEM I ENTIFICATION

T e o e o  e ert Strea  ea ers  re resenta es o  t e  an  s ness wor  as 
we  as artners w o en  n t e o rse o  we nars re e ng t e CYBERSEC or  
t e ke  erse r t  ss es to e e a ne  r ng t e Breako t Sess ons an  s ss on 

ane s w t n ea  Strea

BRAINSTORMIN  AN  LOO IN  FOR SOLUTIONS 

T e or at o  a  t e s ss ons an  e ents w  e e ente  w t  a ew to g e t e 
e e o ent o  so ons to s e , re- e ne  ro e s  T e a n on eren e or ats 

n e t e o ow ng:
 Ke note Presenta ons g en  wor - ass e erts, o t n ng t e ost ortant 

a enges a ng ea  t e a  Strea  
 Breako t Sess ons two BSs w t n ea  o  t e o r Strea s   to  e erts ro  ke  

o a ns w  e e o  so ons to erse r t  on erns ase  on n- e t  ana s s o  
erse r t  ro e s  

 D s ss on Pane s: so ons ro  t e Breako t Sess ons w  e resente   e ert 
Strea  ea ers or s ss on e ore e s on- akers w t n t e o r D s ss on Pane s  
T s art w  a so ons t te a s ar  o  o t o es ro  a  o r Strea s  

RECOMMEN ATIONS

T e na  re o en a ons res ng ro  a  CYBERSEC 2016 e ates, w  e gat ere  
an  s are  a CYBERSEC a or s an  we s tes o  o r ns t ona  artners  T e 

o ent w  onta n ro osa s o  on rete n a es an  eg s a e so ons t at an e 
e ente  n n a  states an  a ross t e EU, to n rease erse r t  a ross t e 

on nent  

MONITORIN  T E IMPLEMENTATION O  RECOMMENDATIONS

T e e enta on o  CYBERSEC 2016 na  re o en a ons w  e s ste a a  
on tore  CYBERSEC organ sers an  Strea  ea ers w  e n ose onta t w t  t e 

a ressees o  t e re o en a ons an  w  o ow  on t e e enta on stat s

SPECIAL SESSIONS

CYBERSEC 2016 w  n or orate an  ore nno a e a og e or ats  It w  ro e o  
w t  rea e o ort n es to e ore t e ost ress ng erse r t  ss es, t a so t w  
a ow o  to  strateg  re a ons an  networks  

T s ear t e ss e o  o a ng er r e w  e one o  t e a n to s s sse  r ng o r 
s e a  sess ons  W t n t s t e a  ra ework we w  ar ar  work on re o en a ons 

ow to en an e ross-stake o er oo era on n or er to g t er r e ore e e e  
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...AN  AFTER OURS

In or a  CYBERSEC e en ng e ents or org ng re a ons s an  as a  e ang ng eas 
n t res e s rro n ngs

 Ban et at t e ICE Congress Centre
 a a Re e on or n te  g ests n t e W e ka  Sa t M ne
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CYBERSEC AT WOR

KEYNOTE PRESENTATION

KEYNOTE PRESENTATION

KEYNOTE PRESENTATION

KEYNOTE PRESENTATION

RECOMMENDATIONS

STATE
STREAM

WEBINAR WEBINARWEBINAR WEBINAR

MILITARY
STREAM

FUTURE
STREAM

BUSINESS
STREAM

BREAKOUT SESSION 1
BREAKOUT SESSION 2

BREAKOUT SESSION 1
BREAKOUT SESSION 2

BREAKOUT SESSION 1
BREAKOUT SESSION 2

BREAKOUT SESSION 1
BREAKOUT SESSION 2

PRESENTATION OF SOLUTIONS
DISCUSSION PANEL

PRESENTATION OF SOLUTIONS
DISCUSSION PANEL

PRESENTATION OF SOLUTIONS
DISCUSSION PANEL

PRESENTATION OF SOLUTIONS
DISCUSSION PANEL
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CYBERSEC UESTS

CYBERSEC a ra ts sen or re resenta es o  go ern ents ro  EU Me er States, US 
an  ea ng nterna ona  organ sa ons  We esta s  o-o era on w t  E ro ean an  
g o a -a a e  erse r t  e erts an  ra oners  

T e st o  ar ants a so n es ke  r ate-se tor re resenta es:

 ICT
 Power enera on  D str on
 Trans orta on
 Cr a  In rastr t re
 De ense  Se r t
 nan e  ns ran e
 C e a  In str es
 M n ng  Petro e
 P  U es
 Data Pr a
 C erSe r t
 Man a t r ng  A to o e
 P ar a e a

 CEOs, CIOs, CSOs,
 CISOs, CTOs, CROs
 IT Se r t  V e Pres ents, 
D re tors, Managers

 Lega  Pro ess ona s
 o ernan e, A t,
 R sk, Co an e Managers  
Cons tants

 o ern ent an  Reg ator  A a rs 
D re tors  Managers

 Na ona  an  Lo a  o ern ent O a s
 Law En or e ent  Inte gen e O ers
 M tar   MoD O a s
 Internat  Organ sa ons Re s

from The 
following 

secTors
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CYBERSEC  IN NUMBERS
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Organ s ng Co ee
www erse or e

TT: C BERSECEU
B: erse e

o e:  12 6 2 7 2
erse erse or e

 e ana -10
1-1 0 Kraków

C a r o  t e C BERSEC Organ s ng Co ee, I a e a A r t

C BERSEC Progra e D re tor, oanna w atkowska


